NHOOPMALIMOHHASA ITAMSATKA JUISA OBYYAIOIIIUXCS

C KaXIbpIM TOJAOM MOJIOJEKH B MHTEPHETE CTAHOBUTHCS OOJBINE, a IIKOJIBHUKH OJHU W3 CaAMBIX
aKTUBHBIX TMOJb30BatTeneid PyHera. Mexay TeM, MOMHMO OTPOMHOIO KOJHYECTBA BO3MOXKHOCTEH,
WHTEPHET HeCET U TIPOOIeMBl. ITa TaMATKA JOJKHA TIOMOYh TeOe Oe30IacHO HaXOIUTHCS B CETH.

KomnbioTepHbie BUPYCHI

KoMmploTepHBIE BHPYC — 3TO pa3HOBHAHOCTh KOMIBIOTEPHBIX IPOTPaMM, OTIWYATEIHHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS] CIIOCOOHOCTH K pa3MHOXKEHUIO. B JONOIHEHHE K 3TOMY, BUPYCBHI MOT'YT
MOBPEJIUTh WM TOJHOCTHE) YHUYTOXUTH BCe (Dalyibl M JJaHHBIC, MTOAKOHTPOJBHBIC MOJIH30BATEIIO, OT
MMEHHM KOTOPOTO ObLIa 3amylieHa 3apakeHHasi IporpaMMa, a Takke MOBPEIUTh MU JTaXe YHHUTOXHUTH
OTNEPAaLMOHHYI0 CHUCTEMY CO BceMH (aiijaMu B LElOM. B OONBIIMHCTBE CIy4aeB PaclpOoCTPaHSIOTCS
BUPYCBHI Yepe3 UHTEPHET.

Memoouvt 3auiumvt om 6PEeQOHOCHBIX NPOPAMM:

1. Wcnons3yii COBpeMEHHBIE ONEPAIMOHHbBIE CHCTEMBI, UMEIOIINE CEPhE3HBI YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX MTPOTPaMM;

2. TlocTossHHO  ycTaHaBiMBaid mauTH  (UUQPPOBBIE  3aIUIATKH, KOTOPBIE aBTOMATHYECKU
YCTAHABIMBAIOTCSI C TEIbI0 JOpabOTKH TIpOTrpaMMBbl) W APYTHE OOHOBICHHS CBOCH
onepanuoHHON cucteMbl. CkaumBail MX TOJIBKO C oduumambHOro caiira paspadorumka OC.
Ecnu cymecTByeT pexuM aBTOMaTHIECKOr0 OOHOBJICHUS, BKITIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE MO TpaBaMH TIOJIb30BATENS, a HE aJMUHUCTpPATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTALTUPOBATHCS HA TBOEM IEPCOHAILHOM
KOMIIBIOTEPE;

4. Vicionp3yid aHTHUBUPYCHBIE MPOTpaMMHBIE TPOAYKTHI HM3BECTHBIX TPOM3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannup HU3NIECKUH TOCTYN K KOMIBIOTEPY AJISl TOCTOPOHHUX JIUII;

6. Mcnonp3yii BHEUIHME HOCHUTENM HWHQPOpPMAalUM, Takue Kak uiemka, TUCK win (aidn u3
HUHTEpHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (Daiiiibl, MOMyYEHHBbIE U3 HEHAJESKHBIX HCTOYHHMKOB. Jlaxke Te

(aiinbl, KOTOpBIE MPHUCIA TBOW 3HAKOMBIN. JIydllie yTOYHN Y HEro, OTHPaBIIsLI JIH OH TeOE HX.

Cetu WI-FI

Wi-Fi — 570 He BUI mepefayn JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIb OpeHa, Mapka. Emé B 1991
rony HHJIEpJIaHICKass KoMIaHus 3apeructpupoBana opera "WECA", uto 0003Ha4amo cIoBOCOUYCTaHUE
"Wireless Fidelity", koTopblii mepeBoanuTCs Kak "OeCpoBOHAS TOYHOCTD' .

Jlo Hamrero BpeMeHH Joluia Apyras abOpeBuarypa, KOTopas sBJISICTCSl TAKOH K€ TEXHOJOTHEeH. JTo
ab0OpeBuarypa "Wi-Fi". Takoe Ha3BaHuE OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOH TEXHUKU
Hi-Fi, uto B mepeBoie 03HAUaeT "BHICOKAs TOYHOCTS'.

Hda, OecraTHBIA HWHTEpHET-ZOCTYN B Kade, OTENsIX W a’poIopTax SBISETCS OTJIMYHOU
BO3MOXKHOCTBIO BBIXOZa B MHTEpHET. Ho MHOTHE 9KCIepThl CUMTAIOT, 4yTO o0menoctynHsie Wi-Fi cetn He
SBIISAIOTCS OE30MTaCHBIMHU.

Cosembl no 6ezonachocmu pabomot 6 0ouwedocmynnovtx cemsx Wi-fi:

1. He nepenaBaii cBoro nunyto nHpopmanuio yepes odmenocrynusie Wi-Fi cetu. PaboTast B HuX,
YKEJIaTeIbHO HEe BBOAMUTH MApOJIM AOCTYIIA, IOTHHBI U KaKHe-TO HOMEPA;

2. Vcnonp3yit u OOHOBISIH aAHTHUBHUPYCHBIC MNPOrpaMMbl M OpaHamayep. TemM caMbIM Thbl
oOe3omnacuib cedst OT 3aKa4KH BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBanun Wi-Fi otkmoun ¢ynknuio "OOmuit mpoctyn k ainam u npuHTepam'.
Jannaas GyHKIMS 3aKphiTa MO0 YMOYAHHUIO, OJTHAKO HEKOTOPHIE MOJIb30BATENI aKTUBUPYIOT €€
JUTst yioOCTBa UCTIONB30BaHUS B paboTe WK yueoe;

4. He ucnons3yit myommuneiidi WI-FI ans mepenaun MUYHBIX JAaHHBIX, HApUMEp AJSl BBIXOJa B
COLIMAJIbHBIE CETH WM B DJIEKTPOHHYIO MOUTY;

5. HWcnone3yit TonpKko 3amuiieHHoe coenqnaenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBoau UMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun QyHkuuio "Tlogkmouenne k Wi-Fi aBromarnueckn". He
JOTTyCKail aBTOMAaTHYECKOTO TTOIKJIIOUCHHSI YCTpOcTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

ConmnajabHbIE CeTH
ColpanpHBIC CETH AaKTHBHO BXOMAT B HAIIy JKW3Hb, MHOTHE JIIOMW pPabOTAlOT W JKUBYT TaMm
MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUILIMAP Y€JI0BEK, UTO SIBJISIETCS OJHOM CeIbMOM BCEX
JKUTENIEH TUTaHeThl. MHOTHE TOJB30BATeNId HE IMOHMMAKOT, YTO HH(OpMAIWs, pa3MelleHHas UMHU B




COLMANIBHBIX CETSAX, MOXKET OBITh HaiiieHa U MCIOJIb30BaHa K€M yroJHO, B TOM YHCIIE HE 00s3aTEIbHO C
OraruMu HaMEpPCHHUSMHU.
OcHosHble cosenbl no 0€30nACHOCHIU 8 COUUAIbHBIX CEMAX:

1. Orpannup cnmcok napyseil. Y TeOsi B APY3bAX HE JOJDKHO OBITH CIyYalHBIX M HE3HAKOMBIX
IO ZICH;

2. 3amuinaii CBOI 4YacTHYIO kM3Hb. He ykaspiBaii mapoiin, TenedoHbI, aapeca, JaTy TBOETO
POXACHUSI M JPYTyl0 JUYHYI0 WHPOPMALUIO. 3IOYMBIIICHHUKA MOTYT HCIIOJIb30BaTh AaXKe
WH(POPMALIUIO O TOM, KaK Thl ¥ TBOU POJIUTEIH IUIAHUPYETE IPOBECTH KAHUKYIIbI,

3. 3amuimai cBoI peryTaluio - ISPKU €€ B YUCTOTE U 3ajaBail ce0e BOIIPOC: XOTeN Obl ThI, YTOOBI
Jpyrue TMOJb30BaTeNM BHICIH, 4YTO Thl 3arpyxkaemb? Ilogymaii, mpexae dYeM dTO-TO
OITyOJIMKOBATh, HAITUCATh U 3aTPy3HTh;

4. Ecnu TBI TOBOPHIIBL C JIOJABMH, KOTOPBIX HE 3HAENIb, HE WCIOJB3YyH CBOE peallbHOe UM U
JIPYTYIO JINYHYIO HHPOPMAIHH: UMsI, MECTO KUTEIILCTBA, MECTO y4eOBbl U Ipoyee;

5. N36erait pasmemienust ¢ororpadpuii B MHTepHeTe, rne Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOI MOYKHO OTIPEIENTUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanid B COIHUAIBLHOH CETH HEOOXOJMMO HCIOJNB30BaTh CIIOKHBIC ITaPOJIH,
cocTosimue 13 OyKB U U U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jlnst conuanbHOM CeTH, MOUTHl U APYTrUX CANTOB HEOOXOJMMO HCIIOJIB30BATH Pa3HbIC MAPOJIH.
Torma ecnu TeOs B37IOMAIOT, TO 3IMOYMBIIIJICHHUKH TOIYYaT TOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE CPasy.

DJIeKTPOHHbIE 1eHbI'H

DJIEKTPOHHBIE IEHBI'H — TO OYEHb YAOOHBIN CIIOCO0 IIaTeX e, 0THAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTST MOJIYYUTh 3T ACHBIH.

DNeKTpOHHBIE IEHBIH MOSBUINCH COBCEM HEJABHO M UMEHHO M3-332 3TOTO BO MHOTHX TOCYJIapCTBax
JIO CHX TIOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIMOHHPYIOT M O HUX YK€ MPONHCAHO B 3aKOHE, TIE HUX pa3AcisioT Ha
HECKOJIBKO BH/JIOB — aHOHMMHbIC M HEaHOHWMHbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
paspemiaeTcsi TMPOBOJAUTH OmNepanuu 0e3 WASHTH(PUKAIMK TO0Jb30BaTeNs, a B HEAHOHHMHBIX
UACHTH(GUKALKUS TTOJIB30BATEINS SBISIETCS 003aTEIbHON.

Tarxoke ciemyer pa3inyaTrh 3JCKTPOHHBbIC (UAaTHBIC ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJlIOTaM) U
JJIEKTPOHHBIC HE(UATHBIC JICHBTU (HE PABHBI FOCYJAPCTBEHHBIM BAIIOTAM).

OcHognble cosembl no 6e30nacHoil padome ¢ I1eKmMpPOHHLIMU OeHb2AMU:

1. IlpuBsbku K cueTy MOOWIBHBIN TenedoH. DTO camblii ynoOHBIH M OBICTPBIA CIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. lIpuBsi3aHHBIi TeneOH MOMOXKET, eciin 3abynemb CBOU
MJIATEKHBIN MapoJib WK 3aiJIelIb Ha CAUT ¢ HE3HAKOMOTI'0 YCTPOUCTBA;

2. Hcnonw3yii ogHOpaszoBbie mapoinu. Ilocie nepexona Ha YCHICHHYIO aBTOpU3aLUIO TeOe yKe He
OyzeT yrpoxarhb OMacHOCTh KPaXKH WM TIepexXBaTa IUIATeKHOTO MapoJis;

3. BriOepu crnoxHbIi maposb. IlpecTynmHukaM Oy[eT HE MPOCTO yraaaTh CAOXHBIA IapoJib.
Hapexxnpie maponu - 3TO TapoJid, KOTOPhIE CONEpKaT He MeHee § 3HAKOB M BKIFOYAIOT B CeOS
CTPOYHBIC M TPOMHUCHBIC OYKBBI, HU(PHI M HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
(yHTa, BOCKIIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE JIOBEPSICIIb.

DJIeKTPOHHAS MOYTA
DJIeKTpOHHAs [T0YTa — 3TO TEXHOJIOTHA U TPEOCTaBIISIEMbIE €10 YCIIYTH TI0 MEPECHUIKE U MOTYyYSHHIO
JIIEKTPOHHBIX COOOIIECHUH, KOTOPHIC PACIPECIISIOTCS B KOMIBIOTEPHOU cetr. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIN SIIMK BBITJSIIAT CICAYOIIAM 00pa3oM: MM IOJb30BATENA(@WUMs JIOMEHA. Takke Kpome
nepeaun MPOCTOrO TEKCTA, UMEETCS BO3MOKHOCTD NepeiaBaTh (paiibl.
OcHogHble cosempl no 6e30nacHoil padome ¢ IJ1eKMPOHHOI NOYMOUL:

1. Hago BbIOpaTh mpaBUIBHBIA IOYTOBBIM CepBHC. B WHTEpHETE €CTb OrPOMHBIH BBIOOD
OecTIaTHBIX TTOYTOBBIX CEPBHCOB, OJHAKO JIyUIIE JOBEPSTH TEM, KOTO 3HACIIb M KTO MEPBHIi B
peuTHuHre;

2. He yxa3piBaii B nu4HOM mouTe JmyHyro wuH(popmanuto. Hampumep, ydie BbeIOpaTh
"My3bIKanbHbIA _(panaT@" nim "pok2013" BmMecTo "Temal3";

3. Hcronb3yit ABYXATAIHYIO aBTOPH3AIUIO. JTO KOIJIA TIOMHMO Tapojisi HYXHO BBOJUTH KOJI,
npucbUIaeMblil o SMS;

4. BwiOepu CIOXKHBIN mapoib. JJis KakIOro MOYTOBOTO SIIHUKA JODKEH OBITh CBOM HAJC)KHBIM,
YCTOMYUBBIN K B3JIOMY T1apOJib;

5. Ecnmn  ecTh BO3MOXKHOCTH HAmHMcaTh CaMOMY CBOH JIMYHBIA BOMPOC, HCIONB3YH OTYy
BO3MO>KHOCTB;




6.

Hcnonb3yil HECKONBKO MOYTOBBIX SIIUKOB. [IepBbIi A 4YaCTHOW MEPENUCKU C aApecaTaMu,
KOTOPBIM THI IOBEPSACIIH. DTO JIEKTPOHHBIN afpec HE HAJI0 MCIIOIb30BaTh P PETUCTPALINU HA
(dhopymax u caiitax;

7. He otkpbiBaii (paifiel ¥ Jpyrue BIIOKEHUS B MUChMaX, JIAXKE €CIM OHU IPHILIH OT TBOWX
npy3ei. JIydiiie yTouHM y HUX, OTIIPABIISIN JIK OHU TeOe 3TH (aitiibl;
8. TNocne oxoHuyaHusi pabOTHI HA MOYTOBOM CEPBHCE MEpeid 3aKPhITHEM BKJIAJIKU C CAHTOM He
3a0yab HaXXaTh Ha "BeriiTu".
KubepOyJUIMHI WM BUPTYaJIbHOE U3/1€BaTeIbCTBO
KubepOynauHr - mpeciieioBaHHE COOOLICHHUSMH, COACPKAIIMMH OCKOPOJICHHS, arpeccHlo,

3alyTUBaHUE; XYJIUTAaHCTBO; COLMAIIBHOE OOMKOTUPOBAHKE C TIOMOIIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.
Ocnognble cosembvl no 6opvde ¢ KUOepoOyIIUHZOM:

1.

N
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He Opocatics B 60ii. Jlyummuit ciocod: mMOCOBETOBAThCS KaK ceOs BECTH W, €CIIM HET TOTO, K
KOMY MOXHO OOpaTHTbCSA, TO BHAuUale YCIOKOUThCS. Ecmu Tl Ha4yHENb OTBEYaTh
OCKOPOJICHUSMHI Ha OCKOPOJICHHUS, TO TOJBKO eI O0IbIINe Pa3oXKENTb KOHMIUKT;

Ympassit cBoeH KubeppemnyTanueii;

AHOHUMHOCTHh B ceTd MHHMas. CYIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 332 aHOHMMHBIM
AKKayHTOM;

He crout BecTH XyJauraHcKui oOpa3s BUPTYaabHOW JKU3HU. VHTepHET (UKCHUPYET BCE TBOM
NEHCTBUS U COXPAHSET UX. Y JAIUTh UX Oy/eT KpailHe 3aTpyAHUTEIBHO;

Co0umro1ail CBOIO BUPTYaAIIbHYEO YECTh CMOJIOJY;

Urnopupyii emuHuuHbBId HeratuB. OTHOpa3oBbIE OCKOPOWTENBbHBIE COOOMICHHS JTydIle
urHOpHupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha HadaabHON CTaIum;

Bban arpeccopa. B mporpamMMax oOMEHa MIHOBEHHBIMH COOOIICHUSIMH, B COIMATBHBIX CETSIX
€CTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COOOIICHHUH C ONPEICIICHHBIX aJ[PEeCOB;

Ecmu 161 cBUmeTens kubepOyimmara. TBOM AEWCTBHA: BBICTYNUTH NMPOTHB TPECIIENOBATEI,
MOKa3aTh €My, YTO €ro JCHCTBHS OIICHWBAIOTCS HETATHUBHO, TOJJICPIKATh JKEPTBY, KOTOPOWM
HY’KHa TICUXOJIOTUYECKas TIOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE€ arpecCUBHOTO TOBEACHUS B
CETH.

MoOuabHbIi Testedon

CoBpeMeHHbIe cMapTOHBI U ITIAHIIETHI COJIEPKAT B ceOe BIIOJIHE B3POCIBIA (YHKIIMOHAI, U TEHEPh

OHM MOTYT KOHKYpPHPOBaTh CO CTAaI[MOHAPHBIMH KoMmibloTepamu. OJHAKO, CPEACTB 3alluTHl IS
MOJTOOHBIX YCTPOWCTB MOKAa OYeHb Majio. TeCTHpOBaHME U TIOUCK YSA3BHUMOCTEH B HUX MIPOUCXOJUT HE TaK
WHTEHCHUBHO, Kak Jiyist [1K, To ke camoe kacaeTcst U MOOWIBHBIX TPUIIOKCHUH.

CoBpeMeHHbIE MOOWIJIbHBIE Opay3epbl YK€ TMPaKTUYeCKH TOTHAJIM HACTOJbHBIC aHAJOTH, OJIHAKO
pacmmperre (GyHKIIMOHAIA BICUET 32 COOOH OOJBIIYIO CIOXKHOCTh M MEHBIIIYIO 3allUIICHHOCTb.

Jlayieko He BCe MPOM3BOIUTEINN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINEC KPUTHUCCKHUE YSI3BUMOCTH
JUISE CBOMX YCTPOMCTB.

OcHognble cosembul 0114 6€30nACHOCHU MOOUIbHO20 menediona:

1.
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Hudero He sBnsieTcss mo-HacTosIeMy OecIuiaTHBIM. Bynb OCTOpOXKEH, Bedb Korjga Teode
MpenyaraioT 0eCIUIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITH KAaKHE-TO TUIATHBIC YCITYTH;
Jymaii, mpexae geMm oTnpaBuTh SMS, ¢poro wimm Bumeo. Tsl TOYHO 3HACIHIb, TAE OHU OyIyT B
KOHEYHOM HUTOTre?

Heo0x01umMo 00HOBIIATE ONEPANIMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTHBUPYCHBIE ITPOTPAMMBI JIJ1s1 MOOMIIBHBIX Tele(hOHOB;

He 3arpyxail TpuIOKeHHs OT HEWU3BECTHOIO HCTOYHHMKA, BEAb OHHU MOTYT COJEpXKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00ecIieueHHE;

[Tociie TOro Kak Thl BRIACIIL C CaiiTa, I'/ie BBOIWI JIMYHYIO HH()OPMAIIMIO, 3aiId B HACTPOUKH
Opaysepa u ynamm cookies;

[epuoamueckn IpoBepsii, KAKKE TUIATHBIC YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBait cBoii HOMEp MOOMIBHOrO Tene(oHa TOJIBKO JIFOIAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth momkeH OBITH BBIKITIOYEH, KOTJa Thl UM HeE TMOib3yelibcs. He 3a0biBail mHOTIA
MIPOBEPSITH 3TO.

Online urpst

COBpEMEHHBIC OHJIAWH-WTPBl — 3TO KPAaCOYHBIC, 3aXBaTHIBAIOIINEC DPA3BICUCHUS, OOBEAMHSIONINC
COTHH THICSIY YEJIOBEK 10 BceMy Mupy. rpoku MCCienyroT JaHHBI UM MU, OOIIAIOTCS APYT C APYTOM,
BBITIOHSIOT 3a/IaHus, CPAXaIOTCA C MOHCTPAMHM W TOJY4aroT OIBIT. 332 YAOBOJBCTBUE OHHU IUIATST:
MOKYTIAIOT AKUCK, OTUIAYMBAIOT A00HEMEHT MJIH TPHOOPETAIOT KAKUE-TO OTIIIHH.



Bcee atu cpenctBa mayT Ha MoJJAEpKaHME M PAa3BUTUE WTPHI, a TaKKe Ha caMy OE30MacHOCTS:
COBEPIICHCTBYIOTCSI CHUCTEMBl aBTOPU3AIIMH, BBIMYCKAIOTCA HOBbIE mMaTdd (UM(POBBIE 3arIaTKH IS
pOrpaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOUT OmacaTbCs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJNBKO KPaXKH TBOETO
maposist, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMH OOIBIINHCTBA UTP.

OcHogHble coembl no 0€30nACHOCHIY ME0e20 U2P08020 AKKAYHMA:

1. Ecnu apyroil urpok BemeT cebs IUIOXO HIIM CO3JaeT TeOe HEMPHUSITHOCTH, 3a0JOKHUPYH ero B
CIICKE UTPOKOB;
[lokamyiicss amMUHHUCTpaTOpaM WIPHl Ha IUIOXOE IIOBEJACHHWE DJTOTO HWIPOKa, IKEJIATeNbHO
MIPWIOKUTH KaKHe-TO JI0KA3aTeNbCTBA B BUAE CKPUHOB;
He yxa3zpiBaii 1nuHy10 HHPOPMALUIO B ITpodaiiie urpsl;
VBaxkall Jpyrux y4aCTHUKOB I10 UTPE;
He ycranarnuBai Heo(UIIMANIbHbIC TATYH U MOJIBI;
Ncnone3yii cnokHbIe U pa3Hble MApOIIH;
Jlaske BO Bpemsl UTPBI HE CTOWT OTKJIIOYATh aHTHUBHUpYC. [loka ThI Wrpaemns, TBOW KOMITBIOTED
MOTYT 3apa3uTh.
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OUIIIHT UK KPaka JUIHBIX TaHHBIX

OOBIYHON Kpakei NIeHer W JOKyMEHTOB CEeTrOfHs Yy)X€ HUKOTO HE YyIWBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JIOYMBIIICHHUKH TEPEMECTHIIMNCh B HMHTEPHET, M MPOJODKAIOT 3aHUMAThCs
" TIFOOUMBIM" JETOM.

Tak mosiBUIIaCh HOBasl yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (UINUHT, TJIaBHAS IIeJb KOTOPOTO
COCTOMT B TMOJYYCHWH KOH(HUACHIIMAIBHBIX MaHHBIX IIOJb30BaTeNied - JIOTHHOB M mapojeil. Ha
aHrauiickoM sizpike phishing untaercs kak ¢umuHr (ot fishing - peiOHas 0B, password - Maposb).

Ocnognule cosemul no 6opboe ¢ huuwiunzom:

1. Cnenn 3a cBouM akkayHTOM. Ecim ThI To/1o3peBaelib, YTO TBOs aHKETa Obla B3JIOMaHa, TO
HEOO0XOIMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
cKopee;

Ucnoneayit OezomacHbIe BEO-CalThI, B TOM YHCIIe, MHTEPHET-Mara3uHoB M TIONCKOBBIX CHCTEM;

3. Hcnonb3yil crnoxxkHele W pa3Hble nHapoin. Takum oOpa3oM, ecind TeOsS B3JIOMAIOT, TO
37I0yMBIIUIEHHUKH MOJYYaT JIOCTYII TOJIBKO K OJHOMY TBOEMY ITPOQUIIIO B CETH, & HE KO BCEM;

4, Ecnmm TeOs B3IOMaJM, TO HEOOXOAMMO TPEIYyNpPEInUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC

00AaBIICHBI y T€OS B IPY3BAX, O TOM, UTO TEOS B3IOMAJIA W, BO3MOYKHO, OT TBOETO UMEHHU OyeT

pacchlIaThCs ClaM M CChUIKH Ha (DUIIMHTOBBIE CANTHI;

YcranoBu HanexxHbii Taponb (PIN) Ha MoOWIBHBIN TenedoH;

OTKITIOUN COXpaHEHHUE TapoJtst B Opaysepe;

He otkpeiBaii (aitiel 1 Apyrue BIOKEHHS B NHCbMaX, JaKe €CJIM OHM TMPHIUIA OT TBOUX

npyseid. Jlydie yTouHu y HUX, OTIIPABIISUTU JTU OHH TeOe 9TH (Haiiibl.

N

No o

Indposas penyranus

ludposas pemyTanms — 3TO HETaTUBHAS WM [O3WTUBHAas wuH(OpManus B cetd o Tebe.
Kommpomerupyromas nahpopMmarus, pa3MelieHHas B HHTEPHETE, MOXKET Cephe3HBIM 00pa3oM OTPa3UThCS
Ha TBOeH peanbHO# xku3HM. "Lludposas penyranus" — 3TO TBOH HUMHIK, KOTOPBIH (OpMHUpPYETCS H3
uHpopMauu o Tebe B UHTEpHETE.

TBOe MECTO JKUTEIbCTBA, y4eOBbl, TBOE (PMHAHCOBOC IOJOKECHHE, OCOOCHHOCTH XapakTrepa u
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAILIMBAETCS B CETH.

MHorue moIpoCTKU JISTKOMBICICHHO OTHOCSTCS K IMyOJMKauu JudHoi nHpopmanuu B MHTEpHETE,
HE TIOHWMasi BO3MOXKHBIX TOCHENCTBUI. Thl Iaxe HE CMOXKENIb JIOTafaThCs O TOM, 4To (hoTorpadwus,
pa3MernieHHas 5 JeT Ha3aj, CTajla IPUIMHON O0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pazmenienne TBoux (otorpaduit u apyrue ACHCTBHS MOTYT HE MCUE3HYTh JIaXe
MoCJie TOTO, KaK Thl UX yJIaIHIIb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty MH(OPMAIMIO, MONajia U OHa B
TTOMCKOBBIE CHCTEMBl M COXPAaHMJIACh JM OHA, a TJIABHOE: YTO TMOIYMAaloT O TeOe OKpY’KAIOIIHe JIOMIM,
KOTOpBIC HAUAYT U YBUAAT 3T0. HaliTn nH(pOpMAITHIO MHOTO JIET CITyCTSI CMOYKET JTFO00H - KaK U3 TOOPHIX
oOY>KJICHH, TaK ¥ ¢ HAMEPEHUEM IIPUYUHUTH BPE. DTO MOXKET OBITh KTO YTOJTHO.

OcHognule cosemyl no 3auiume yuPpogoi penymanuu:

1. Tomymaii, Ipeke 4eM YTO-TO IyOJMKOBATh M IepeaaBaTh y ceOs B OJore WM B COITUATBHON
ceTH,

2. B mactpoiikax mpoduiis YCTaHOBM OrPaHUYCHUS HA MPOCMOTP TBOETO MNPOPWIS U €ro
COIEPKUMOT0, CIIeTai ero TOIBKO "tst mpy3eit”;

3. He pasmemaii u He ykasbiBail MH()OpPMAIHIO, KOTOPass MOKET KOIro-Iu00 OCKOPOJISTH HIH
00MXKaTh.




ABTOpCKOeE TIPaBo

CoBpeMeHHbIE IKOJIHHUKN — aKTHBHBIE MOJB30BaTeNN U(GPOBOTO MpocTpancTBa. OMHAKO Jaeko
HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTUMH BO3MOXKHOCTSMH IH(PPOBOr0o MUpa TpeOyeT COOIIOICHSI TpaB
Ha WHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "HHTEIICKTyalbHAS COOCTBEHHOCTD'' OTHOCHUTCS K PAa3THMYHBIM TBOPCHHSIM UYEIIOBEYCCKOTO
yMa, HauMHas C HOBBIX H300peTeHNH 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, U
3aKaH4MBas KHUTaMH, (hoTorpadusiMu, KHHO(WIBMaMU ¥ MY3bIKQIBHBIME ITPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa — 3TO MpaBa Ha WHTCIUICKTYAIbHYI) COOCTBEHHOCTh Ha IPOW3BEICHUS HAYKH,
JUTEpaTypsl W HCKYCCTBAa. ABTOpPCKHE IIpaBa BBICTYMAalOT B KadecTBE TapaHTHH TOTO, YTO
WHTEIUICKTYaIbHBIN/TBOPUYECKHI TpPyX aBTOpa He OyJIeT HaIlpacHbIM, JacT €My CIIPaBeIJINBBIC
BO3MOKHOCTH 3apa0oTaTh Ha pe3ybTaTax CBOETO TPYJa, MOJYyYUTh U3BECTHOCTh U MpHU3HaHHE. HUKTO
0e3 paspemieHHs] aBTOpa HE MOYKET BOCIIPOM3BOAMTH €T0 MPOW3BEICHHE, PACIPOCTPAHATH, MyOINIHO
JIEMOHCTPHUPOBATh, TMpOJaBaTh, HWMIOPTHPOBATh, IIyCKaTh B MPOKAT, MyOIMYHO WCIOIHSTD,
MOKA3bIBaTh/HCIIOJIHATE B 3(pupe mwiu pa3meniate B HTepHETE.

Hcmonp3oBanne "mupaTckoro” mporpaMMHOT0 00SCTICYCHISI MOKET IMMPUBECTH K MHOTHUM PHCKaM: OT
MOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOICTBA, TJie yCTAHOBIIEHA HEJIETaIbHAs
nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JICTallbHBbIE M OCCILIATHBIC IMPOTPAMMBI,
KOTOPBIC MOYKHO HAWTH B CETH.

O nopraie
CeTeBHYOK.p( — TBOM INIaBHBIN COBETUUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O 0E€30MaCHOCTH B CETH
HOHATHBIM M JOCTYIHBIM SI3BIKOM, a TIPH BO3HMKHOBEHMH KPHTHYECKOH CHTyalMu OOpaTHThCS 3a
COBETOM. A TaKXKe NPUHATH y4acTHE B KOHKYPCaxX M CTaTh CaMbIM HU(POBBIM TPk IaHUHOM!



